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DEPARTMENT OF THE ARMY

ADVANCE \u5UNITED STATES ARMY OPERATIONAL TEST COMMAND
Intelligence Electronic Warfare Test Directorate

Fort Huachuca, Arizona 85613-7000

REPLY TO 

ATTENTION OF:
CONTRACTING OFFICER'S REPRESENTATIVE

CSTE-OTC-************







5 June 2002

MEMORANDUM FOR ************, ************, Program Manager

SUBJECT: Task Assignment (TA) No. 02-009, Information Assurance (IA) Instrumentation Suite 

In accordance with Section C, Contract DATM01-02-C-0001, *** is hereby tasked to perform the tasks specified in this TA.

a. Purpose. The contractor shall provide non-personal General and Technical support to develop a Radio Frequency (RF) based IA vulnerability assessment capability. Deliverables associated with this TA are described in the Contract Data Requirements List (CDRL) with associated Data Item Descriptions (DID) of subject contract. The task delivery schedule is described in paragraph e.

b. Background. Support shall be provided IAW PWS Section C, paragraph 5.1, 5.1.2, 5.1.2.1, 5.1.2.2, 5.1.2.3, 5.1.2.4, 5.1.2.5, 5.1.2.6, and 5.1.2.7.

c. Security Classification. All full time individuals participating in the completion of this TA must possess an active SECRET clearance. Some research and implementation of this project will require a Top Secret (TS) clearance with Special Compartmented Information (SCI) access.

d. Nature and Scope of Task. This project is an effort to develop specialized RF based receive and demodulation instrumentation and integrate it with current existing RF facilities, the Vulnerability Mobile Transmitters (VMT) A, B, and C. The Government procured, during first year of this project, the OASIS receiver providing the capability to receive and demodulate digital signals. An end-to-end capability is required. The contractor shall develop and procure the necessary instrumentation for identifying protocols/formats (i.e. Protocol Analyzer), and for pulling important information bits from acquired demodulated RF signal(s). The contractor shall develop and integrate various software modules and applications (i.e. Maverick) to perform an analysis of acquired data. The contractor shall develop and procure the necessary instrumentation (i.e. SMIQ digital modulation system) to re-modulate captured data into a precise stream reflective of its initial capture. The contractor shall develop and procure the necessary instrumentation to re-inject data/information by means of a precise timing source. The contractor shall integrate the completed IA suite into an appropriate VMT. This TA should concentrate on simulating the threat IA sensor capability, the analysis and documentation equipment for ground truth, and some active IA transmitters. Equipment procured on this TA should utilize commercial off the shelf (COTS), (i.e. protocol analyzers, Open Architecture Signal Intercept System (OASIS), Maverick (Penetration Analysis Tool), precise timing sources, SMIQ (Digital Modulation) and analysis software), IAW FAR requirements.  Target systems are all tactical RF communications systems. All equipment will be hardened for use in the field. Consideration shall be given to where to integrate this equipment and proposals presented to the Government. Possible facilities for this application are a FIM van, an AI/EWTS van, the VMT-B, and the MOTCC (Silver Bullet).

e. Time Phasing. Support is required during normal duty hours from TIP approval to 31 December 2002. No weekend or holiday work is planned. The Government does not anticipate the requirement for overtime to support this TA. The equipment and software are needed as soon as they can be procured. Delivery and integration of the new systems are required prior to the next ********** and ********* tests, currently scheduled to be conducted in 2004.

f. Government Furnished Equipment and Supplies. The current RF instrumentation equipment has been provided to ********** as GFE on this contract effort. Tools, special parts fabrication, and workspace may be arranged through the IEWTD Fabrication Shop on a non-interference basis with test support.

g. Safety. There are no known safety hazards anticipated during the performance of this TA.  Any potential hazards associated with support of this TA shall be immediately reported to the Government.

h. Travel. The Government anticipates that travel may be required to subcontractor facilities for requirements definition, execution of a contract, coordination meetings, and acceptance testing in the performance of this TA. Anticipated travel should be proposed in the TIP.

i. Project Officer. The technical point of contact for IEWTD is ********** at *******. Direct coordination for preparation purposes between you and *********** is authorized. You are authorized to incur costs associated with TIP preparation only. Approval from the Contracting Officer is required prior to incurring additional costs.







/s/


**********


Contracting Officer's Representative
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